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FalE WEB NZFERG KSR dsl iE=8K, lua BIAYEARINGIZE, ARG ERESME
ZRAYZEROFAIN. fI40: S$E padding oracle fERFTESIER url. querystring. iX[a]
http RERLURIREIMNIIASE http MG ERHERENT IR, £4t waf REEXHEARIE—
MBS NS =BAEE. RIREFR, BLR WAF AJLURIARR, Bl —iRiE
KPETRSS, NREF-BUREMIRI=E, BLRH WAF el LAEHIBNERPH#ETER
5| SHEMARNREMRZSZESS 500, 302 LIKIREINSZHESEEE sql REERISEZE

sql FEANKE.

3.1 Sy

HPERMNAAFREEXHN, @ waf MIAREEE, FHiEd lua iIBEmERIIND
AR,
o |uaiTiEEHEE
1.waf.startWith(sstr,dstr)
S¥sstr ARFRER, dstr AEKFREHR
THREFIRT==FTER sstr 2ALA dstr FFsk

IR[A){E:true B false

2. waf.endWith(sstr,dstr)
S¥sstr NIRFRFER, dstr JERFRFE

IHEE: FIKT==I4 88 sstr EFLL dstr &2



IR[E{E:true B false

3. waf.toLower(sstr)
S¥sstr NIRFR
THREASFRAER sstr AL NG

IR[ENE:sstr /N5

4. waf.contains(sstr,dstr)
S#sstr AIRFRFER, dstr AERFRES
IHEEFIRTFRTER sstr 2F7E dstr

IR[ENE:true 3% false

5. waf.rgxMatch(sstr,pat,ext)
SEsstr AIRFHRIER, pat FIENZFRAT, ext SIENEMH
IHEEE=RTER sstr HPLELIENIZRIALL pat

iR[E{E:true B false

6. waf.kvFilter(v,match,valOnly)

S¥v NEILECXISR, match HPLECERZY, valOnly 73 true IS ITEE value

INeE: BT IUAC cookie, queryString &5 key, value $B{EXIEWE, XIS v 1 match
HILERRE

IR[E{E:true, FLECRZSEY false,nil



7. waf.knFilter(v,match,p)
S¥v HEILELXISR, match AILECREL, p /1 BLEC EESXHE, 7 0 BRXXHFARE
Inee: R EESHER, EXISR v A match BREIILECRNES

R[EE:true, ILELNAEY, false, nil

8. wafjsonFilter(v, match,parsed,valOnly)

S0y NELECRISR, match JIPLECEREL, parsed 7 false RIRITEELAFRIER VIE, A
true AARRATEEY S table A9 v &, valOnly 9 true MR PTEL value

IheE T RIETEE R json HIE, XS v A match RETERS

IR[EE: true, ILEEARZ Y, false, nil

9. waf.base64Decode(str)
SEstr NEREBRY base64 =T
INRE: FITfi#RY base64 #UE NI EUE

R[EWE: BEFRTERE) nil

10. waf.checkSQLI(str)
S¥str JERNFRFES
IhaeEFENSIZEN sql IFEANIKGE

IR[E{E: true B false



11. waf.checkRCE(str)
SHstr SENFRFES
e EFEN S IZENHSEAK T

IR[E{E: true 8 false

12. waf.checkPT(str)
SEstr HERNNFFRTES
Ihee BB N5 12N R REH I E

IR[ENE: true &% false

13. waf.strCounter(sstr,dstr)
S sstr AIRFAIR, dstr AERFREH
IHES T E =T dstr 7 sstr HHINEOREL

IR[EIEEE]

13. waf.pmMatch(sstr,dict)
S sstr ARFHFR, dict AEKRFH, LA lua FAIAZEL, 20: { "aaa” , "bbb" , “ccc” }
IR BSENE SN F/HE, RUEHP— I FRFBEIZENRE

RENE: true, FHEPRFFRFERR, false, nil

13. waf.urlDecode(sstr)

SEsstr ARFERTER



INRENG sstr (T url fRIDIRR R4 &

IR[ENE:url FRRBER=FTER

14. waf.htmlEntityDecode(sstr)
S#sstr ARFRH
IHBEAG=FFER sstr 1T html SCURERID

IREHE fFRSfERIF T ER

15. waf.hexDecode(sstr)
SHusstr ARZFRT, 1&=\xaa\xbb
IHEEAE=FFTER sstr 4T hex ARG

IR [EE BRI &

* iTRMEREE

wafip BPFumAE ip

wafhost ZFigiAE host sk

wafrequestlLine [RIARAY request line EiE
wafuri SERBANIEIRY URI, RNE5#
wafmethod &ERA%

wafreqUri R4 URI, T8

wafuserAgent EFimEKAI User-Agent SLEHE

waf.referer ZFimiEkHY Referer SLEUE



wafreqContentType ZFimiEKAY Content-Type SLEHE

wafXFF ZFimiasad X-Forwarded-For L&i#E

waforigin ZPimigKAY Origin SLEHE

wafreqHeaders {EKAIFTH header 315

wafhErr {&3 header H{EER

wafisQueryString SBFEIEKREE, (& true g} false
wafreqContentLength &k body ABKE, BEHE
waf.queryString 15K&4L key. value

wafqErr IERSEHIBER

wafform &K body X35

wafform["RAW"] JRIAEURE: 1B3K body BI[FIAEHRE
wafform["FORM"] ZRER: {uid="12",vid={[1]="select",[2]="a from b"}}
wafform["FILES"] 3Z{&: {name={[1]="filename",[2]="file content"}}
waffErr &K body HiEER

waf.cookies 7F3K cookie key. value

waf.cErr {53k cookie HiE =R

o &M@ http SLIERFIEES

wafstatus JR[E] http K7, BEUE

wafrespHeaders IREIIIFTE header 335
wafrespContentlLength JR[E body RIESKE, BEE

wafrespContentType JRZImREIRY Content-Type k&R



® ROTIEMEFMEES

wafrespBody iR[E] body WEINE

o HpEHMNILIE user agent 3fjl:
local ua = wafreqHeaders.user agent
local contains = waf.contains
if ua then
if type(ua) ~= "string" then
return true,"Malform User-Agent”,1
elseif contains(ua,"sqlmap") or contains(ua,"nessus") or
contains(ua,"arachni") or contains(ua,".nasl") or contains(ua,"dirbuster") or
contains(ua,"nmap nse") or contains(ua,"nikto") or contains(ua,"w3af") or
contains(ua,"hydra") then
return true,ua, true
end
end
IZEISE 1: true FRFHINIPLECEKTN, false FaFHINIAILES
IBEIS4] 2: ua NEBICREEBSIE=EEUE

IROIS%) 3: true BRIEEHINE, false TRRICRAEE
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BLRERAALT 2005 & 2 B, RULIHERZERFSSERRE R, —IRES
SHRIR 4% 2 ) !

BLERRESFNREREARSZERSEM, FIARIANFE-mEE " i WEB
RIRRBEXEE" . "AWREHMGEHRS" 1 ARERABRS" FERRETm, FE

EATER. KR ==E. BIMER. RRZHE. TENRSEEES TURARKER.

4.1 51 AKEE

BRREHIAR A RMINEELRE. RASNENAREEERANR, H5SeEEE
RILRIREE N R EIRE (STHRAL. IEEE. ks NEIRNRFAF) | BERFEFS (Windows,
AIX, HP-UX, Solaris, IRIX, Linux Z&) . Web Server 528 (Nginx, Tomcat, Apache,
Java, PHP, ASPNET %) .

BReH7R:

* Z2IEEIRS MSS (Managed Security Service)

* MERISFESRIT (Architecture review and design)

* REEFIFE (Software customization development)

* J5Xt3Eit (Source code review)

* BEMi (Penetration testing)

* AERNESEIRIKE (Forensics8Recovery)
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