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—. #OBN

ZEOVFAXE http Y, restful IBXRAR ;
= EOxR:

EO%2XA Json web token JWT)#H, ET token AYEMNAH.
L #Elisea

ET token RUERAH LT http M EERTREN, EAFTEERS mERER
FRONEEEHERIEER . XMBERERT token INENHNNAAFZEEZEZRAR
EP—ERFIHBERT, XMANBRIT RRMEHTER.

2. BAERIE

g ERIXERY:

(1) HBFERRAFPEEBRRIEKRRSSE

(2) IRSBSH|FTRIEBFNES

(3) RFBB[ELWIERELBAP— token

(4) ZEFinfFfE token, HESXRIBEKAI X LX) token B (F7E head B
S X-AUTH-TOKEN)

(5) PRSBURIGIE token {H, FHIREIZIE

Browser

Server

1. POST /users/login with username and password

2. Creates a JWT

3. Returns the JWT to the Browser with a secret

4. Sends the JWT on the Authorization Header

5. Check JWT signature.

Get user information
6. Sends response to the client from the JWT

3. =
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4.

5.

o HAjson WERAME, FFUUWTI ETUHBSTEESIEN, &
JAVA JavaScript,Node)S,PHP SR ZiE= R LAE.

® [XAHBT payload &%, FrLA IWT BILATE B S 7 E—LH= L thl 5518 4BF A BRI FBIURR
=8
EF &R, jwt EsIFEER, FIHRR), MUERIFEETERN.
EAREERSIHAFRIERES, MUEZTNARNY E

Z2iEX

® RRZPE jwt B payload EHOEHEURMER, ENZE S EEF iR EERIES .
® (RIPUF secret FATH, 1ZFABIFEEE.
o AL, iEfEF https MY

#51% TOKEN $#00

(1) #ER
RIEFA P ZFNZEIREN TOKEN,
(2) Bl

http://3. % /rest/tokens

(3) iKEABN

GET
(4) 28
BHA B EESES EEYM =~BIE FINE ik
username String Y “admin” BFR&
password String Y “123456" =g
(5) iBEHE

PRIIRY, BH#iR[E token FFFE.
KMeES, BEEREAFKSEEER!
(6) HISHINY

7

(7) BRI
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iﬁ;ﬁﬂﬂﬁt: http://3% /rest/tokens

"username":"admin",
"password":"123456"

(8) E[EfHY

B RIESE
eyJhbGeiOiJIUzI1NiJ9.eyJqdGkiOil4 Y ThhYjBiMjQ2ZGM4MTEyMDEONmRjODE4MTk1MDA 1MilsInN1Yil6ImFkbW
luliwiaWFO0IjoxNTExODUONDE4fQ.tnILZEivS-6YOX9uqsnCHygh7-XrG_-Sj8vLsINGkdQ

RIGZE:

PP S B R R

= EBFRE

JWT IGiE token X redis H1T&F,
redis BEEE {4 : src/main/resources/redis.properties
&2 redis XFMZAY IP Fliwm .

#redis

redis.host=124.206.91.99
redis.port=6379

redis.pass=
redis.adapter.maxIdle=100
redis.adapter.minIdle=10
redis.adapter.testOnBorrow=true
redis.adapter.testOnReturn=true
redis.adapter.testWhileIdle=true
redis.adapter.numTestsPerEvictionRun=10

redis.adapter.timeBetweenEvictionRunsMillis=60000

M. $=0Oi5%6R

E=: mEkR (M TOKEN #20O] LSMIZROR, HEENERFAEXZONS
PR, AR, KERRENTES:

{"message":"1&&BFIZIZEOMMNR! ", "data":null,"ok":false,"respCode":"-1"}
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h., ESEONE
SR Swagger-ui SCUELECISTR, AL

http://localhost:8080/jeecg/swagger/index.html

BERWE:

{3 swagger http://demo.jeecg.orgirestv2/api-docs e

ET4F& RESTful APIs

EfdFe RESTul MigaEIsrts | WEEE | Rocadmd TRISIREEIEaE | FIFTRENISSIOSEITEE— , IRAIR4FsrEaoat
18],

#liEH JEECG

jfromOrderController : {JE5IFE
JformOrderMainController : —3Z{JTEEE
superQueryMainController : FHEi
tokenAPI : £{iltokeni&]

UserRestController : FIR{ESEE
sysBlackAP! : i IR & BIRSED

[ Base UrL: / , apiffns: 1.0.0 ]

7~ BREUSAE

o KEB=H


http://localhost:8080/jeecg/swagger/index.html
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public static String getToken (String userName,String password) {
String url =
"http://localhost:8080/jeecg/rest/tokens?username="+userName+" &password="+password;
String token= JwtHttpUtil.httpRequest (url, "POST", null);

return token;

/ /IRBUR A B 2R

public static JSONObject getBlackList (String token) {
String url = "http://localhost:8080/jeecg/rest/tsBlackListController";
JSONObject resp= JwtHttpUtil.httpRequest (url, "GET", null, token);
return resp;

}

/ /G R4

public static JSONObject createBlackList (String token, String json) {
String url = "http://localhost:8080/jeecg/rest/tsBlackListController";
JSONObject resp= JwtHttpUtil.httpRequest (url, "POST", json,token);
return resp;

}

A&

public static JSONObject updateBlackList (String token, String json) {

AR

String url = "http://localhost:8080/jeecg/rest/tsBlackListController";
JSONObject resp= JwtHttpUtil.httpRequest (url, "PUT", json, token);
return resp;

}

/ /IR B4

public static JSONObject deleteBlackList (String token, String id) {
String url = "http://localhost:8080/jeecg/rest/tsBlackListController/"+id;
JSONObject resp= JwtHttpUtil.httpRequest (url, "DELETE", null, token);
return resp;

}

/ /B B

public static JSONObject getBlackList (String token,String id) {
String url = "http://localhost:8080/jeecg/rest/tsBlackListController/"+id;
JSONObject resp= JwtHttpUtil.httpRequest (url, "GET", null, token);

return resp;

o ZSEHG:

JwtHttpUtil java JwtRestfulClientDemo java
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+t. EOXEE
1. gEERIBBERE0O
o iR
SlEBERRERED, BERABRK,
o ipEithik

http://# 4 /rest/tsBlackListController

°* HEBH

POST

o =¥ (¥R excel)

sH& Himzen BEYR =HlE EHilE i
ip String Y “192.168.1.1"
............ HRESEMFE.....
o R[EIE
sH& iR
respCode REG (MR 1 EOREERTIR)
respMsg REER (WHR 1 EOREEESIR)
data REZR (NULL)
ok RE

o I

1. BOP TR BEHENBEMNFER, EXEXUCAFEFEER, HEELAH
“YYYY-MM-dd" , BEE=RA “YYYY-MM-dd HH:mm:ss" ,

o Bkl
1§*iﬂ_’,i_lt . http://3 % /rest/tsBlackListController
ST

AR QEEWEHRE Id, FEREFE dMEL id, XEPIEFEER, LFE
EANRRRKIR id FIKIRE,
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"ip": "192.1.1.1",
...... (g5 B AL B

® R[EITRH

nanELR
{
"respCode":"0",

}
ESVEK
{
"respCode":"-1",

" respMsg":"Bzh"

"respMsg":" BZ A BRI

2. ERNRBBEREO

° fuik

RiE id EREERREREREZEA.

e il

RIE id &1

http://3 % /rest/tsBlackListController/get/{id}

o FEAKR

GET
o =
7
o REIE
BHE Hid
respCode BRI (MR 1 EOERES5F)
respMsg BEEE (MR 1 EOREEEFIE)
data ER&R (SHsBAECIEONSH, BARFRERE excel)
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o IRIGMN

o ERRH

BRI http://H 4

/rest/tsBlackListController/get/297e7ael5f7f7f7e015f7fb0f57e0040

o E[ERA

BanEE
{
"message": " I)",
"data": {
"id": "402881f15¢751d2a015e75212¢570005",
"createBy": "admin",
"updateBy": ",
"bpmStatus": "1",
"ip": "111.193.210.4",
"createName": "EFHL A",
"createDate": "2017-09-12 16:07:41",

".oonn

"updateName": "",
"updateDate": null,
"sysOrgCode": "A03",

"sysCompanyCode": "A03"

b
"respCode": "0",
"ok": true

}

RIGEE B

{"data":null,"respCode":"-1","respMsg" : "iR#E itk id &L R"}

3. (EMRBAEREO
o ik
1RIR id 15

e i5laithilt

http://3% /rest/tsBlacklListController/update/{id}
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o HFELH

PUT
o =¥
SHA Himen BEYRA =BlE EiAE ik
» String v "402881f15f811877015f8124
calcoee2”
ip String v “192.168.1.1"
...... BRERHMFR. ...
o E[O(E
SHA Rz
respCode REE (R 1EOREERYIER)
respMsg REEE (WHR 1 EOREEBRSIR)
data IREIEZER (NULL)
ok K&

o IRIGMN

1BIIRIGERFER: KR id FRIRRIGIESIEE—L,

o FERFRMH

BRI http://H 4

/rest/tsBlackListController/update/402881f15f811877015f8124calc0002

25T

{
"id": "402881e75f94878e015f94896bb80002",

"ip": "1.1.1.1"

® E[EITRH

10
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BUIESR

{
"respCode":"0",
"respMsg":" 3"

RIGZE:

{
"respCode":"-1",

"respMsg":"#iI N ID JoRL EEHAN"

s

HipFREREO
Fiik
HRIZ id MR

nifj[E itk

http://# 4% /rest/tsBlacklListController/delete/{id}
iRAAR

DELETE

B8

7

ZEl{E

4= 1

B

respCode RES (R 1EOREERTIE)

respMsg EBEEE (WHWR 1 EOREERTIE)

data REIZEER (NULL)

ok RE&

BRI
7c

iTR=H

11
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BERMBUE: http://H 4

/rest/tsBlackListController/delete/297e7ael5f7f7f7e015f7fbo0f57e0040

o iE[EIRH
RN :
{
"respCode":"0",
"respMsg":" 3"
}
PNLESTE
{
"respCode":"-1",
"respMsg":"fii \ ID JERL,EEHIAN"
}
P 1:
¥Rk CODE
code msg 1t R TT 5
0 SUCCESS 2
-1 ERROR JoHE V7 i B
1000 VALID_ERROR LA N
ro0o01 SAVE_SUCCESS BB
r0002 UPDATE_SUCCESS BRI
r0003 REMOVE_SUCCESS B T

12
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